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Cyber Security: Threats and Prevention

e All systems have vulnerabilities

e All systems have risks
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* Thrill Seekers
* Criminal Organizations

* Nation State Sponsored
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Cyber Security: Threats and Prevention

» Ransomware -- $5 Billion in
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» Global Cyber Crime $6 Trillion L NGOG
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With 90% of the World's trade economy
carried out by sea traffic, Ports remain a prime
target
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Maritime Cyber Attacks increase 900% in 3 years
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What my

boss thinks I do

What IT managers think | do

Port of Gulfport, Mississippi
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Vulnerability Assessment
Penetration Testing
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|dentify

Emulate - Protect

AR Intel w

Recover Detect

Respond
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Tactics, Techniques and Procedures

Phishing

Recon

External Probing
Zero Day




Common Threat Surfaces

Employees
Cloud Service
Employee portal
Web App
Insider Threat
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. Reduce Attack Surface
Practice How You Play «  External RDP

* Practice How You .Play |dentitfy « Client to Client Traffic
« Emulate in labs with your
enterprise tools
Emulate - Protect
ml el ww

Reduce Attack Surface Recover Detect

« Identify Unique IOCs ’ ‘ Reduce Attack Surface

* Review Logs and C2 « File Access and Write 1/0O
Respond « External Connections

Trulight v

Consulting



SECURITY SUMMIT

OCEANS PORT

IN ACTION,_)
e

The Cyber Security Hub™ <+ Follow
CSH 880,489 followers
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" Careful my husband is suspecting us

>/

Suspecting what? Do i even
know you? 1603

I'm her husband, you are now out of
my suspects list. v

WTF.... 1605

I'm sorry my husband was using
my phone, luckily you haven't said

anything &3

What could i say? | don't even
know you... 16:20

This is still her husband, | wanted
to confirm.. &

2 Factor Authentication @
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Cyber Security Recommendations

MFA
Cyber Hygiene
Remove unused accounts
User Training
Penetration Testing/Vulnerability Assessment
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| DON'T ALWAYS THINK ABOUT
CYBERSECURITY
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Who to follow

@JonAKilpatrick, @arosenmund,
@solderswag, @ killyp_

www.TrulightConsulting.com

www.AaronRosenmund.com
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https://www.linkedin.com/in/jonathan-kilpatrick-2816b338/
https://www.linkedin.com/in/aaronrosenmund/
http://www.aaronrosenmund.com/

